Chuwong 6 - M6 hinh Workgroup

PHAN 2 - BAI T AP QUAN TRI MANG
Chwong 6 - MO HINH WORKGROUP

6.1.Bai 18 — User va Group ac b

6.1.1.Cau l
OPé bai:
Tao user @c b (Local user) trén W2K3.
OOMuc tiéu:
Sau khi lam xong sinh vién:
— Tao va qun tri duoc user qc bo.
* Huéng dhn:
1. Logon <Administrator> — Phai chupt <My computer> — Chon menu
<Manage>— Chon <System Tools>~ Chon <Local userand group>—
Chon <Users>

Ll Computer Management -0 x|

Q File  Action Wiew  window  Help - |ﬁ’|£|
= DmbE 2
Q Computer Managernent (l.ocal) & || Mame | Full Mame | Drescripkic
=i, System Tocls (4 Endministramr Built-in &
: @ Ewent Vigwer l%Guest Builk-in ac
% Shared Folders €3 <PPORT_35... CH=Microsoft Carporation... Thisis a v
[=-#&] Local Users and Groups @
- i) Users
e[ Groups
-8 Performance Loas and Alerts e

2. Phai chuot <Users>— Chon menu<New Users>— Nhap <User name: U1>
— Nhap <Full name: Nguyen Van A>— Nhap <Password: P@ssword01>
— Nhiap <Comfirm password: P@ssword01> Bo6 check <User must
change password at next logon> Chon check<Password never expires>
— Nhian nat <Create> — lam tong tr d¢ tao U2/P@ssword02 va
U3/P@ssword03- Nhin nit<Close>

Newuser 2| x|
User narme: IU'I
Full name: INguyen Wan
Description: I
Pasaword: I..........
Confirm passwond: I"“"“n

= Wser must change password at nest logon
[~ User cannot change password
[~ Account is disabled

pires

Create I Cloge
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3. <Start>— Chon <Shgtdown>—> Muc <What do you want...>, oh <log off
Administrator>— Nhan nut<OK>

Shut Down Windows i

f 7 oW
fy \é‘r{t!agdr-mm

Copyright @ 1285.2003 Mistosolt Corporation

@ What do vou want the computer to do?

i.og off Administrakor

Ends wour session, leaving the camputer ronning an full
PIOLAEF,

~ Shukdown Exvent Tracker
Select the option that best describes why you want to
shit down the computer

Qpkion: ¥ Elanned
IOther iPlanmed) j

& shukdawn or restart For an unknown reason

Camrhent;

al's I Cancel | Help: |

4. Hop thai <Log On to Windows>, nip <User name: Ul>» <Password:
P@ssword01>» Nhan <OK>

5. Logoff khoi <U1> — Logon vao<Administrator> — <Start> — <Run> —
Chay Iénh <compmgmt.msc>- Chon <System tools>- <Local user and
group> — <Users>— Phii chut [én <U1> — Chon menu<Properties>—
tab <General> check<User must change password at next logoa> Nhin

nut<OK>.
Remate control I Teminal Services Praofile I Diial-irn
General | Member OF I Prafile I E rviranment I Sessions
g v
Full name: INguyen Wan A,
Dezcription; I

v User must change password at nest lngoré

™| User cannot change password

™| Bazsword never expires
[T Account is dizabled
[T dccount is locked|out

(] I Cancel Apply
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6. Logoff <Administrator> — Logon <U1> — H¢ thdng yéu éau thay d6i
password, Nip <OIld Password: P@ssword01>» <New Password:
Newp@ss01>> <Confirm New Password: Newp@ss04+> Nhan nGt<OK>.

7. Log off khoi <U1>— Log on vao<Administrator> — <Start>— <Run> —
Chay Iénh <compmgmt.msc>- Chon <System tools>~ <Local user and
group> — <Users>— Phii chuot Ién <U1> — Chon menu<Properties>—
tab <General>, checkAccount is disabled>> Nhin nit<OK>,

U1l Properties ed |
Remate cantral I Teminal Services Profile I Dhial-ity
General I tember OF I Prafile I E nviranment I Seszionz

Qg .
Full name: INgu_l,len Wan b,
Dezcrptiorn: I

[T User must change passward at nest logon
[T User cannot change password

[ Password never expires

¥ Account is dizabled

[T sccountis locked out

Cancel | Apply |

8. Logoff <Administrator> — Logon <U1> — Hé théng khéng cho phép U1l
dang nHip nra, logon <Administrator> — <Start> — <Run> —
<compmgmt.msc> <System tools>» <Local suer and group>- <Users>
— Phai chut 1én <U1> — Chon menu<Properties>— tab <General>, &
check<Account is disabled>> Nhin nit<OK>.

6.1.2.Cau 2
OPé bai:
Tao group @c b (Local group) trén W2Ka3.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Tao va qun tri duoc group @c bo.
* Huéng chn:
1. Logon <Administrator> — Phai chupt <My computer> — Chon menu
<Manage>— Chon <System Tools>- Chon <Local userand group>—
Chon <Groups>
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O Computer Management O] =|

=) File  Action  Wiew Window Help =121
& - | B R 2
Q Computer Management (Local) Mame I Descripkion |
Elﬁg System Tools @Administraturs Adrninistratars have camplete and ...
@ Event Viewer gﬂackup Cperatars Backup Operators can override secu. ..
% Shared Folders gDistributed COM Users Members are allowed to launch, acti...
El-§8 Local Users and Groups Y Guests Gauests have the same access as me. ..
""" (3 users gNetwurk Confiquration ...  Members in this group can have som...
L4239 Eroups

gPerFDrmance Log Users Members of this group have remaote ...

+-- 48 Perf L d Alert:
E-gf| Performance Logs and Aler gPerFDrmance Monitar U,..  Members of this group have remate ..,

EI@ Storage gPuwer sers Power Users possess mosk administr. .,
m-ER Removable Storage gPrint Operators Mernbers can administer domain prin.. .
L2 Disk Defragrmenter gRethe Desktop Users Members in this group are granted £,

&8 Disk Management gReplicatar Supports file replication in a dornain
EEI"@ Services and Applications gUsers sers are prevented from making ac. ..
gHelpServicesGrDup Group for the Help and Support Center
gTelnetCIients Members of this group have access ..,

< |
| | |

2. Phii chupt <Groups>— Chon menu<New Group>— Nhap tén <Group
name: PKT>— <Description: Phong ke toan>> Nhan nut<Create>— tiep
tuc tao groupPKD/Phong kinh doanh— Nhan nut<Close>

Neworoup 2 x|

Group narme: IF'KT

Dezcription: IF'hu:ung ke toan
Members:
add.. Bemove |

Create I Cloze |

3. Phii chupt <PKT> — Chon menu<Properties>— Nhan nit <Add...> —
Nhan nut <Advanced...>— Nhan nut <Find Now> — Trong <Search
Results>, cbn <U1>— Nhan nut<OK>dé thém U1 vao group PKT
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selectusers 2 x|

Select thiz object type:

IUsers or Built-in zecurity principals Object Types...

From this location:

IF'EE” Locations...

Cornmon Quenes |

MEme: IStartswithj I Lolumtis...

Description; |Startswith j | Find Mo

[T | Dizabled accounts Stop
™| Hon expiing password

[ays since last logan: I VI

& | il LL

Search rezults:

Mame (RDM) | In Folder |
€7 NETWORK

€ NETWORK S...

€ REMOTE INT...

€3 SERVICE

€ SUPPORT_3.. PCOT
€3 5vSTEM

€7 TERMINALS...
L5111 PCO
2z PCO
uz PCO

4. Phii chwpt <PKT> — Chon menu<Properties>— Nhin nat <Add...> —
Nhap <Enter the objects name to select: U2;U4> Nhin nat <Check
Names>— H¢ thong b&o khéng tim #y U4, chon option <Remove “u4”
from selection>— Nhin nit<OK>.

An object hamed "ud" cannot be found. Check the selected abject types and lacation for
accuracy and enzure that vou typed the object name comrectly, ar remove this object from the
zelection.

™ Comect thiz object information and zearch again

Select thiz object hpe;

ILlsers or Built-in zecurity principalz Object Topes...

Erarm thiz [oeation;
IF'EU'I Lozations...

|

Enter the abject name:;

|u4

¥ Remove "ud" from selection

ak. I Cancel
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5. Hop thaai <Select Users>, ta iy PCO1 c6 U2, Nin nGt<OK> dé thém U2
vao group PKT— tuong tr thémU3 vao groudPKD.

Select thiz object tupe:

ILlsers ar Buil-in zecurity principals Object Types. ..

Eram thiz location:
IF'EU'I Lacations. ..

Enter the abject names to select [examples]:
PCOTSU2: | Check Names

PR

Advanced... | ak. I Cancel |
P

6. Phai chuot <My computer>— Chon menu <Manage>~ Chon <System
Tools> — Chon <Local userand group>— Chon <Users>— Phii chuot
<U1> — Chon menu<Properties>— Chon tab<Member Of> ta thy U1l
thuoc group Users va PKT.

Remate cantral | Teminal Services Profile I Dhial-ity
eneral Member Of | Prafile I E nviranment I Seszionz
M ermber of:

Bemawe |

k. | Cancel Ay

6.2.Bai 19 — Chinh sach gc b (Local Policy)

6.2.1.Cau 1
ODPé bai:
Sir dung MMC (Microsoft Management Console) cong guan tri hé théng aia
Microsoft nhr: may tinh, mang, dch wi va cac thanh gim cia Windows.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Str dung dugc MMC dé quan tri hé théng.
* Huéng din:
1. Logon<Administrator> — <Start>— <Run>— Chay lénh <mmc>— Chon
menu<File> — Chon menu<Add/Remove Snap-in-Nhin nat<Add...> —
Hop thai <Add Standalone Snap-in>, @in<Group Policy Object Editor>—
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Nhin n(t <Add> — Nhin nat <Finish> — Nhin nit <Close>— Nhin n(t

<OK>

Add/Remoye Snap-in

Ilse this page to add or re

Snap-ins added to: Ia 0

21|
Standalone |Extensiuns I Add Standalone Snap-in e |

Available standalone snap-ins:

Snap-in | Yendor |:|
Event Wigwer Micrasoft Corporation
[CFalder Microsaft Corparakion
’Gru:uup Palicy Object Editur@ Microsoft Carporation
Q Indexing Service Microsaft Corparation, ...

 Descripkion

add... | Remt

@Internet Authentication Service (1.,
@ IP Security Monitar

@ 1P Security Policy Management

@ Link to web Address

Emcal Users and Groups

ﬁ Petformance Logs and Alerts

Micrasoft Carporation
Microsoft Corporation
Microsaft Corparakion
Micrasoft Carporation
Microsoft Corporation
Microsoft Corporation

=

~ Descripkion

stored on a computer,

This snap-in allows vou ko edit Group Palicy Objects which can be linked
ko a Sike, Domain, or Organizational Unit in the Ackive Direckary or

2. Chon menu<File> — Chon menu<Save?—> Chon button <Desktop>—
Nhap <File name: Local Policy>— Nhan nut <Savexz mét file Local
Policy.mscduoc tao ra trén Desktop, @u tri vién chay file naydé quan tri cac

chinh sachwc bo.

Save in: @' Desktop

#

21
<J And

II_EJ My Docurments
[{ My Computer
[% Jrty Metwork Places
Py Dlocuments
Iy Computer
File name: |L|:n:al Falicy j Save I
Save az type: |h-1iu:n::su::ft M anagement Canzole Files [*.mac) j Cancel |
7
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6.2.2.Cau 2
OPé bai:
Khong cho & dung Control Panel.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Thiét 1ap va thrc thi cAc chinh sachic .
* Huéng dhn:

1. Nhip dup <Local Policy.msc>— Chon <Local Computer Policy>— Chon
<User Configuration> — Chon <Administrative Templates>— Chon
<Control Panel>— Nhip dtp <Prohibit access to the Control Panel>

Bﬁn File  Acktion Miew Fawvaorites  Window  Help

o= BmEER| @ E

I:I C_u:unsnle Root B Control Panel
=-E} Local Computer Policy

E@ S RO Prohibit access to the Control Panel _Setting

D Software Settings [[Jadd or Remave Programs
D Windows Settings Displa\,-' Properties |:|Disp|a';.f
: [&-[Z2] Administrative Templates (CIFrinters
Elﬁ IUser Configuration Requirements: ) .
Al least Microsoft Windows 2000 DREQ'E‘”E‘I and Language Options

|:| Software Settings

: ) ) Prohibit a ) the Conkrol Panel
D Wlnl:.lc:.ws Sn.attlngs Description: @ Hide spedified Contral Panel applets
=1L Administrative Templates Disables all Control Panel programs. o -

|:| Windows Components = Show only specified Control Panel applets
..... (23 Start Menu and Taskbar This setting prevents Control.exe, the 2 Force classic Control Panel Style

program File For Contral Panel, From

- Desktop starking. &s & result, users cannok start

E“a Control Panel Control Panel or run any Conkrol Panel
= [C3 Add or Remowve Programs items.
FF-1771 Disolay

2. Hop thai <Prohibit access to the Control Panel Propertiesen option
<Enable>— Nhan ndt<OK> — <Start>— <Run>— Chay Iénh <gpupdate
[force>dé cap nhat policy.

Prohibit access to the Control Panel Proper d o

Setting | Explain I

@ Frohibit accesz ta the Control Panel

" Mot Configured

{* Enabled

eerbomeeeeoooned

" Dizabled

Supported o At least Microzoft Windows 2000
Erewious Setting Mest Setting |

] Cancel | Apply
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3. <Start>— <Settings, thiy Control Panel i mit — <Start>— <Run> —
Chay Iénh <control>, thay thbng bao bgigi han tr Administrator.

Restrictions

Q

6.2.3.Cau 3
OPé bai:

Khoéng cho phépau hinh Automatic Updates.

[OMuc tiéu:

Sau khi lam xong sinh vién:

— Thiét 1ap va thrc thi cac chinh sachic bo.

* Huéng dhn:

1. Nhip dup <Local Policy.msc>— Chon <Local Computer Policy>— Chon

<Computer Configuration>— Chon <Administrative Templates>~ Chon

<Windows Components>— Chon <Windows Update>— Nhip dap

<Configuration Automatic Updates>

This operation has been cancelled due ko restrickions in effect an this computer, Please
contack wour system administrakor,

X

ﬁ] File  Action Wew Favoribes  Window  Help ‘ =
A= =N

(L] Consale Foot

=

-] Administrative Templates

- E§ Local Computer Policy
EI@ Computer Configuration
(1] Software Settings
ElD Windows Settings

]| Seripts (StartupfShutdown)
e Security Settings

-7 Windows Components

----- (L MetMesting

(2] Internet Explorer

----- (23 Application Compatibiliy

----- (L1 Event Viewer

----- (L3 Internet Information Servic
----- [ Security Center

----- (L Task scheduler

-1 Terminal Services

----- (22 Windows Explarer

----- [ Windows Installer

----- 3 Windows Messenger

----- ([ Windows Media Digital Right
----- [ Windows Movie Maker
£ Windows Update

----- 77 Windows Media Plaver

| »

B Windows Update

Configure Automatic Updates

Display Properties

Requirerents:
windows Server 2003, ¥P 3P1, 2000
3P3

Description:

Specifies whether this computer will
receive security updates and other
important downloads through the

This setting lets vou specify if
automatic updates are enabled on
this computer, IF the service is
enabled, vou must select one of the
four options in the Group Policy
Setting:

2 = Motify before downloading any
updates and notify again before
installing therm,

when Windows finds updates that

Setking

windows autoratic updating service.

E‘i Do not display 'Install Updates and shuk Down' option i
@Dn not adjust default opkion ko ‘Install Updates and She
Configure Automatic Updates
@ Specify intranet Microsoft update service location

E‘i Enable client-side kargeting

@ Reschedule Autamatic Updates scheduled installations
;&3} Mo auko-restart For scheduled Autamatic Updates insta
@ Automatic Updates detection Frequency

E‘i Allows Automatic Updates immediate installation
@Delay Restart for scheduled installations

;&3} Re-prompt For restart with scheduled installations
@.ﬂ.llow nion-administratars to receive update notification:

2. Hop thaai <Configure Automatic Updates Properties>o@option<Enable>
— Nhan nut<OK> — <Start>— <Run>— Chay Iénh <gpupdate /force>.
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Configure Automatic Updates Properties 2 x|

Setting | E xplair I

@ Configure Automatic Updates

™ Mot Configured

{* Enabled

oot

"~ Dizabled

Configure automatic updating:

3 - Auto download and notify far install j

The following zettings are only required
and applicable if 4 iz selected.

Scheduled install day: IEI - Every dap

L4l L«

Scheduled install time: ||33:un

Supported on: wWindows Server 2003, P 5P, 2000 5P3
Previous Setting | Mext Setting |

(] I Cancel | Apply |

3. Péi voi da $ cac chinh sach cho Computer,dnuép ding phii restart 4i may,
restart may tinh— Phai chuot <My Computer>— Chon menu<Properties>
— Chon tab<Automatic Updatespching ta khéng thcau hinhduoc.

General | Computer Mame | H ardwsare
Advanced Automatic Updates I Remaote

Help prak

‘Windows can regularly check far impartant updates and inzstall then far pou.
[Turning on Automatic Lpdates may automatically update 'wWindows Lpdate
zoftware first, before any other updates. |

How does Automatic Updates work?

") Automatic [recommended]

Automatically download recommended updates for my computer
and ingtall them:

IEvery day j at |3:EID Ak j
%) Download updates for me, but let me chooss when to install them.
£ Hotify me but don't automatizally download on install them.

) Turn off Automatic U pdates.

'aur computer will be mare vulherable unless you install updates
reqularly.

Inztall updates from the Windows Lpdate \Web zite.

[Difer updates again that ['ve previously hidden

(]9 I Cancel Spply |
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6.3.Bai 20 — Chinh sach Bo mat cuc b (Local Security Policy)

6.3.1.Cau l
OPé bai:
Thiét 1ap chinh séach Password.
OMuc tiéu:
Sau khi lam xong sinh vién:
— Thiét 1ap va thrc thi cac chinh sachib mat cuc bo.
* Yéu du:
— Tao <ul/123>— Logoff <Administrator>— Logon<ul>— Logoff <ul>—
Logon<Administrator>
* Huéng dhn:
1. <Start> — <Programes>— <Administrative Tools>— <Local Security
Settings>— HoOp thai <Local Security Settings>, oh <Account Policies>
— Chon <Password Policy>

File  Action View Help

= | EmE B 2E

@ Security Settings Policy ¢ | Security Setting |
E| &ccount Palicies Enfu:uru:e password hiskory 3 passwords remen. ..
@ Password Policy Maximum password age 30 davs
#-(@ Account Lockout Palicy Minimum passward age 1 days
{E Local Paolicies Minimum passwiord length 7 characters

I:I Public Key Policies
[:I Safbware Restrickion Palicies
-8, 1P Securitv Policies on Lacal Comouter

F‘asswu:urd sk meet complexity requirements  Enabled
Stu:ure passwords using reversible encryption  Enabled

2. Nhip dup <Enforce password history>» Nhap <Keep password history for:
3> khéng cho thaytoi password tring 3ih.

3. Nhip dtp <Maximum password age>> Nhiap <Password will expire in: 30>
sau 30 ngay pih d6i password.

4. Nhap dup <Minimum password age> Nhiap <Password can be changed
after: 1> trong ndt ngay ct thayddi password 14n.

5. Nhip dap <Minimum password length> Nhip <Password must be at least:
7> password pdi tir 7 Ky tr tro 1€n.

6. Nhap dup <Password must meet complexity..-> Chon option <Enable>
password phi phirc tap (c6 3 trong bn loai ky tu: chir thuong, chir hoa, 8, ky
tu dat biét).

7. Nhiap dip <Store passwords using reversible.-> Chon option <Enable>

passwordiugc ma hoa ngoc.

<Start>— <Run>— <gpupdate /force>

<Start> — <Run> — <compmgmt.msc>— Tao <U4/123> thong béo di:

password phc tap va chéu dai 6i thiéu.

x|

@ The Following error occurred while atbempting to create the user us on computer PCOL:

©

The password does nok meet the passward palicy requirements, Check the minimum
password length, password complexity and password histary reguirements,
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6.3.2.Cau 2
OPé bai:
Thiét 1ap chinh sach cho phép dikgc quyén shutdown may tinh.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Thiét 1ap va thrc thi cac chinh sachib mat cuc bo.
* Yéu du:
— Tao <ul/123>— Logoff <Administrator>— Logon<ul>— Logoff <ul>—
Logon<Administrator>
* Huéng din:
1. Logoff <Administrator>— Logon<U1> — <Start>— Chon <Shutdown>—
U1 khéng c6é quén shutdown may, drcd quign logoff.

Caopyright © 1285-2003 Microsoft Corporation

@ YWhat do you want the computer o do?

IL::ug off ul ;I
Engs WL SESSI0N, [Eaving !e cnmpu!er FLIRRING. ar !u

pOEr,

| 4 I Zancel | Help |

2. Logoff <U1>— Logon<Administrator>— <Start>— <Run>— Chay |énh
<secpol.msc>— Chon <Security Settings>— Chon <Local Policies>—
Chon <User Rights Assignment>> Nhap dup chut <Shut down the system>

File  Action YWiew Help

= |BE X R 2

@ Security Settings Policy £ | Security Setking |
= @ Account Policies Del:uug programs fdrministrakars
- {18 Password Policy Deny access ko this carmputer fra,..  SUPPORT _385945a0

- B8 Account Locknut Policy [2¥]Deny log on as a batch job
El {8 Local Policies (28] Deny log on as a service
- -8 Audit Palicy B¥]peny log on locally SUPPORT_385945a0

@ Lser Rights Assignment
¢ -8 Secority Options

& Public Key Policies

|:| Software Restriction Policies

Deny lag on through Terminal Ser...
Enable compuker and user accoun...
Furce shutdown Fram a remote sv...  Administrators

-8, 1P Securky Poliies on Local Computer [2¥) Gererate security audits LOCAL SERVICE,ME. ..
Impersu:unate a client after authen... Administrators, SER.. .
Replace a process level token LOCAL SERNICE,MNE. ..
Resture files and directories Administrators,Back. ..

stem

Adriniskrators, Pow, .,

iShut down the sy

Bai tap mang may tinh va quan tri mang Trang 63



Chuwong 6 - M6 hinh Workgroup

3. Hop thaai <Shut down the system Properties>Amhnat <Add user or
group...> — Nhip <Enter the object names to select: UL> Nhin nat
<Check Names>— Nhin nit <OK> — Nhan nat <OK> — <Start> —
<Run>— <gpupdate /force>

Shut down the system Properties ed

Local Security Setting | Explain Thiz Setting |

8 Shut down the spztem

,igﬂ

Adminiztrators
Backup Operatars
FPCOTNUA

Paoweer Uszers

Add U zer or Group... Bemaowe |

k. | Cancel | Apply |

4. Logoff <Administrator>— Logon<U1> — <Start>— <Shutdown> ltc nay
U1 dugc quyen shutdown, restart va standby may.

6.3.3.Cau 3
OPé bai:
Thiét 1ap chinh sach cho phép group PEdoc quyén thaydoi ngay giy hé théng.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Thiét 1ap va thrc thi cac chinh sachab mat cuc bo.
* Yéu du:
— P& to group PKT c6 cac jah vién 1a U1, U2.
* Huéng din:
1. Logoff <Administrator>— Logon<U1> — <Start>— <Run>— Chay |énh
<control> — Chay <Date and Time>thdng bao khong c6 qéy thaydoi gio
h¢ thong.

[Date and Time Properties il

\lj) ¥ou da nok have the proper privilege level ko change the System Time,

2. Logoff <U1> — Logon <Administrator> — <Start> — <Run> —
<secpol.msc>— Chon <Security Settings>— Chon <Local Policies>—
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Chon <User Rights Assignment>> Nhip dup chw@t <Change the system

time>.

'Hi Local Security Settings

File  action  Yiew Help

=lo

- | BE X EFR @ E

@ Security Settings

-8 Account Policies

-8 Local Policies

L ECE Audit Policy
-8 User Rights Assignment

@ Security Options
-1 Public Key Policies
[:l Software Restriction Policies
,g IP Security Policies on Local Computer

Policy  #

| Security Setting |

P.u:t as part of the operating syskem
.ﬂ.dd wiarkstations ko dorain

AIIDW log on locally
P.Ilnw log on through Terminal Ser. ..
Back up files and directories
vaass traverse checking

iChange the system time

Create a pagefile
[r ™ . .

.ﬁ.ccess this computer From the net. ..

Everyone, Administrators, Users, Power Users, Backup Operators

.ﬂ.djust memary quatas For a process  LOCAL SERYICE,METWORK SERVICE, Administrators

Administrators, Users, Power Users,Backup Operators

Administr ators,Remote Deskiop Users

Adminiskr ators,Backup Operators

Everyone, Adrminiskrators, Users, Power Users,Backup Operatars
LoZAL SERWICE, Admninistr akors,
Adminiskrakors

wet Lsers

5. Hop thaii <Change the system time>, athnat <Add user or group...>—
Nhan nut<Object Types..>> Check vaccGroups>— Nhan <OK>,

Select the types of objects pou want to find.

Object typesz:

gecuity principals
ﬁ Groups
ﬁ |Jzers

]

6. Hop thaaii <Select Users or Groups Nhap <Enter the object names to select:
PKT> — Nhan nat<Check Names>- Nhan nut<OK> — Nhan nut<OK>
— <Start>— <Run>— <gpupdate /force>

Change the system time Properties

Local Securty Setting | Explain This Setting |

Cancel |

21|

igﬂ:

Adrministrators
LOCAL SERYICE
FCOTSPRET
Power Users

Change the syztem time

Add Llser ar Group...

Hemowve |

] | Cancel Apply
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3. Logoff <Administrator>— Logon<U2> — <Start>— <Run>— Chay I¢nh
<control>— Chay <Date and Time>da cho phép thagoi gio hé thong.

6.3.4.Cau 4
OPé bai:
Doi tén Admistrator thanh quantrivien.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Thiét 1ap va thrc thi cac chinh sachab mat cuc bo.
* Huéng din:
1. Logon <Administrator> — <Start> —» <Run> — <secpol.msc>- Chon
<Security Settings>— Chon <Local Policies>— Chon <Security Options>
— Nhip dup <Accounts: Rename administrator account>

' Local Security Settings

File  Action  Miew Help

&= | Bm xR 25

@ Security Settings Policy | Security Setting |
@ Account Policies .ﬁ.ccnunts: Adrninistrator accounk skakus Mok Applicable
El@ Local Policies .ﬁ.ccounts: Guest account status Mot Applicable

@ Audit Policy P.u:u:nunts: Limit local accounk use of blank passwords £, Enabled

@ User Rights Assignment iAccounts: Rename adminiskrator account Adrniniskratar

8 Securicy Options [2¥) Accounts: Rename guest account zuest

|:| Public Key Policies

S e A

@.ﬁ.udit: Audit the access of global systern objects Disabled

2. Hop thaai <Accounts: Rename administrator accountgpdquantrivien>—
Nhan nut<OK>, viéc thaydoi tén Administrator nfim nmuc dich bio mat —
<Start>— <Run>— <gpupdate /force>.

Accounts: Rename administrator account Prop ﬂﬂ

Lozal Security Setting | E =plain Thiz Setting I

Ll Accountz Hename administratar account

Iquantrivien

k., I Cancel Apply

3. Logoff <Administrator>— Logon<quantrivien>

6.3.5.Cau5
OPé bai:
Thiét 1ap chinh sachd4w mat theo ddi ngoi dungding nkip hé thong.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Thiét 1ap va thrc thi cac chinh sachab mat cuc bo.
* Yéu du:
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— CAc user Administrator, U1, U2, W8 dang nhip vading xut.

* Huéng din:

1. Logon <Administrator> — Start —» <Run> — <secpol.msc>— Chon
<Security Settings>— Chon <Local Policies>— Chon <Audit Policy> —
Nhip dap cht <Audit account logon events>.

Eile  Action Yiew Help
o | AEXEFR 2B

@ Security Settings
-8 Account Policies
EI@ Local Policies
© L8 audit Policy
28 User Rights Assignmenkt

IT8Y Sam wiku Cinkinne

faudit account lagon
.|'-\udit account management Mo auditing
.|'-\udit directory service access Mo auditing
.|'-\udit logon events Success
==+

2. Hop thaai <Audit account logon events Properties>, cheBailure> dé theo
ddi ca cac usetdang nkip khéng thanh cong> Nhan nit<OK>.

Local Security Setting | Ex=plain Thiz Setting I

4 Audit account logon events

Audit these attempts;
¥ Success

¥ Failure

0] 4 I Cancel | Apply |

3. <Start> — <Programes> — <Administrative Tools>— Chy <Event
Viewer>— Chon <Svecurity>dé’ xem ft ca cac & kién dang ntip — Nhap
dap vao cackién dé xem chi tét

=101 x|

File  Action Miew Help
= | BEFER| 2@

@ Event Viewer (Local) Security 291 eventis)
-84 spplication

QJ Sty Type Cake Time Source Cal ~
System @fSuccess Aodic 1272502011 7i31:14PM Security Pal__|
z gSUEEESS i <-—.h.—.h—m< = A mima it P =
PO - ropertes 2%
& Success B |
@f’ Success
@/‘JSuccess Drate: 12/25/2011 Source:  Securty + |
@ Success Time: T34 P Categony: Palicy Change
& Success Type: Success & Ewent]D: B12 _l+
@/‘JSUCCBSE User: PCOT\quantrivien |
@/‘;5'-'“355 Computer: PCOT
@f Success
@ success Deseription:
@fSuccess Audit Policy Change: o
& Success Mew Policy:
@fS i Success Failure
LCCess + - Logon/Logoff
@f’Success - - Object &ocess
i Success . . Privilege Use
- - - Account Managerment
‘_f - - Palicy Change
System
Detailed Tracking ;I
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6.4.Bai 21 — Quin ly tai nguyén aic b

6.4.1.Caul
OPé bai:
Anh xa 6 dia mang (Map Network Drive)
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Anh xa mot folder chia & thanh nat 6 dia mang trong local.
* Yéu du:
— PCO01 c6 tir muc Sharedta chia 8.
- PCO02 théng rng wi PCO1.
* Huéng din:
1. PC02:<Start> — <Run> — Chay Iénh <\\PC01>— Phii chujt <Shared>—
Chon menu<Map Network Drive...>— Chon nhéndia <Z:> — Nhan nat

<Finish>
Map Network Drive x|

Windows can help you connect ko a shared netwark Folder
and assign a drive letker to the connection so that wou can

M access the Folder using My Compuker,

.——"""—'

e | Specify the drive letter for the connection and the Folder
that you want to conneck to:

Drrive: IZ: j

Falder: I 11po01tshared j Browse. .. |

Example: Yiserverishare

¥ Reconnect at logon

Connect using a different user name.

Sign up For onling storage or conneck to a
network server,

Cancel |

2. M¢ <Windows Explorer>— Thay 6 dia mang <Shared on “pc01” (Z:)>
3. bé loai bo anh x: ’Ph”ai chuwt <Shared on “pc01” (Z:)> — Chon menu
<Disconnect>— Nhan nut<Yes>.

< Bach

6.4.2.Cau 2
OPé bai:
Chiém quyén chi v hiru.
[OMuc tiéu:
Sau khi lam xong sinh vién:
— Dung Administrator ciéim quyén chi 5 hitu the muc do U1 4o ra va ém U1
truy cip vao thr muc nay.
* Huéng dhn:
1. Logon <U1> — Tao thu muc <C:\BiMat> — Phii chuot <BiMat> — Chon
menu<Properties>— Chon ta <Security>— Nhin nat<Advanced>— Bé
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chech<Allow inheritable permissions...6 quyén thra hrong — Nhan nt
<Copy>— Nhan nut<OK>,
ndvanced seeuriy setgs for st SN 21

Permizzions | Elwnerl Effective F'ermissin:nnsl

To view mare information about special permizsiong, select a permizzion entry, and then click Edit.

Pemizzion entries:

Type | H ame | Permizzion | Inherited From | Apply To |
Billonea Adrinigtrators [PCOTA..  Full Control <not inherted: Thig folder, subfolders. ..
Allone SYSTEM Full Control <hot inherited: Thig folder, subfolders. ..
Allony MHguyen Wan & [FCO1...  Full Cantral <ot inkherited: Thiz folder anly
Al CREATOR O'wWHER Full Cantral <ot inkherited: Subfolders and files anly
Allone Ilzers [PCOT4 zers) Read & Execute <not inherted: Thig folder, subfolders. ..
Al dzers [PCO1 4 zers) Special <hiat inherited: Thiz falder and subfal...
Add... Edi... Remove

Bllow inheritable permizszions from the parent to propagate ko thiz object and all child objects. Include
theze with entries explicitly defined here.

[ Replace pemizzsion entries on all child objects with entries shown here that apply bo child objects

Learn mare about access cantral,

()% I Cancel | Apply |

2. Hop thai <BiMat Properties>, afn <Administrators...> — Nhan nut
<Remove>— Chon <Users...>— Nhan nat<Remove>— Nhan nut<OK>
3. Logoff <U1>— Logon<Administrator>— Mg folder <BiMat>, khdngduoc

phép
CNE X

@ :\BiMat is not accessible,

Access is denied.

4. Phii chuot <BiMat> — Chon menu<Properties>— Chon tab<Security>—
Nhin ndt<OK> — Nhin nat <Advanced>— Chon tab<Owner> — Chon
<Administrators...>— Check<Replace owner on...>> Nhin nlit<OK> —
Nhain ndt<Yes>— Nhin nit<OK>— M lai folder <BiMat>, m¢ duoc.
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Advanced Security Settings for BiMat il |

F'ermissiu:unsl dwditing  Dwner | Effective F'ermissiu:unsl

'ou can take or azsign ownerzhip of thiz object if you have the required permizzions or privileges.

Current awner of thiz iterm:

IUnaI:uIe to dizplay cumrent awner.

Change awner tao:

Mame

Adrinigtratars [PCOT \Admitiztratars)

ﬂ quantrivien [PCOThgquantrivien]

Other zers or Groups...

¥ Feplace owner on subcontainers and objects

Learn maore about ownershin.

k. I Cancel | Apply |

5. Logoff <Administrator>— Logon<U1> — M¢ folder <BiMat>, khongduoc
phép.

6.5.Bai 22 — Bai fip lam thém.

6.5.1.Caul
OPé bai:
Thiét 1ap céc chinh sachic b sau:
Laman My Computer trén Desktop.
Cho phép nhom Users c#it may in.
Laman it ca icon trén Desktop.
Khéng cho phép truyap vao may tinh nay qua LAN.
Khéng hén thi man hinh yéuau khdng hén ly do shutdown may.

"0 TQ

6.5.2.Cau 2
OPé bai:
Thiét 1ap cac chinh sachiab mat cuc bo sau:
a. Khong dn nhin t hop phim <Ctrl>+<Alt>+<Del> khidang nHip.
b. Hién théng bao “Welcome to DOLY” kidang nkip.
c. Thaydéi tén aia Guest
d. Cho phép U1 cém quyén chi s5 hitu.
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